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Chapter 1: Introduction 
Preface 
On May 1999, various United States (US) government websites were defaced in a response to the 
accidental bombing of the Chinese Serbian embassy (Warikoo, 2013: 65). This is the first significant 
incident that sparked a cyber warfare between the US and China. This event is more than a decade old 
and still has an impact to this day. Non-state actors/groups, such as Anonymous, has been depicted in the 
media as anarchists targeting individuals/corporations for their own gains. This is true to a certain extent, 
but there is much more that can be explored within the topic of “cyber”. This project will be dealing with 
origins of cyber warfare and use the example of two cases, Estonia 2007 and Korea 2009-2013, to explore 
what damages/outcomes are achieved using this platform of attack. 
The Topic 
Before moving further, we will be dedicating this sub-heading to give readers a better understanding 
of definitions and technicalities. Our project will highlight the historical events that are relevant for how 
cyber warfare has come about. So a short historical introduction will be necessary. The public had access 
to computers as early as 1984 and the internet became available to the public by 1990 (Campbell-Kelly 
and Garcia-Swartz, 2013: 29; DeMarzo, 1997: 40; 1984: Apple macintosh, 2009: 47). This allowed 
individuals to learn and explore what could be accomplished with this new machine and network. The 
computer is a machine that can access a network, which is a group of two or more computers linked 
together. The internet became a public network to use and this created the virtual reality that we see 
today. This virtual reality is also known as cyberspace. 
 
Cyberspace, defined by Daniel Kuehl (2009 cited in Robinson, Jones, and Janicke, 2015: 71), is an 
electromagnetic spectrum accessed by electronics used to create, store, modify, exchange, and exploit 
information via various networks. This is very important to keep in mind as there is no physical entity to 
represent it and is instead a combination of digits (information) that can be accessed. Information has a 
value and this leads to something known as information warfare. Dorothy Denning (1999 cited Robinson, 
Jones, and Janicke, 2015: 72) classifies it as a game where one attacks and the other defends. Information 
is stored on a network, which can either be a private military network or a public domain, such as the 
internet. In information warfare, individuals attempt to “hack” a system/network to gain access to this 
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data. Hacking is gaining access to a computer network or file through illegal means (Law, 2015). There 
are various ways to hack a system, but exploitation/flaws in the network is how many hackers gain access 
through. This method can be used in the purpose to gain information and/or do harm. If one decides to 
hack something and do harm, it is classified as a cyber-attack. 
 
A cyber-attack is defined as “an act in cyberspace that could reasonably be expected to cause harm” 
(Robinson, Jones, and Janicke, 2015: 74). In this platform, one has the ability to cripple electronic 
devices, such as power plants that provide electricity, and this will cause harm to people. Now that a 
general understanding of the platform is provided, we will now move on to exploring what cyber warfare 
is. Cyber warfare is still a very new definition and multiple definitions exist on the topic. For our project, 
we will be using Robinson, Jones, and Janicke (2015: 74) definition, which states that it is the “use of 
cyber attacks with a warfare-like intent”. A very broad and vague definition, but is necessary as 
cyberspace is filled with so much information. In the cyber world, it is possible to have a cyber war, 
defined as war fought only through cyber warfare (Robinson, Jones, & Janicke, 2015: 75). In this 
scenario, the fight is on this virtual domain instead of a physical format. 
 
Problem Area 
The internet, as we know it, is an open and free space to share information. With this public domain 
being nearly twenty-five years old, we felt it was time to investigate the origins of cyber warfare. In our 
current time, most people have access to the internet. One is able to see videos of cute cats and send 
electronic mails (e-mails) to people on the other side of the world in a matter of seconds.  
 
One has the power to steal data (information) and exploit users for their own personal gains. 
Information, such as our banking, can now be stored online. Recent media has been talking about 
“cyberbullying” and the effects it has on our younger generation. Like any other venue, such as a concert, 
one pays for a ticket to watch their performer entertain them. The audience can cheer for them or shout 
provocative language to upset the performer. Is it right to remove this individual shouting? Is it right to 
“censor” his voice because it is not the social norm? There has been a lot of talk to censor the internet 
and add more rules to prevent hackers or bullies from disrupting users. However, these are the issues of 
our current era. A lot journal articles has discussed these matters at length, but many of them fail to 
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address how everything started. History is an aspect that is necessary to understand, but given the 
circumstances, can also be disregarded. 
 
This project will look at the history and technology involved to getting to the modern stage. Was 
warfare all the same in the decades before the internet? Most history was about soldiers from different 
conflicts fighting one another. However, now we have terrorist, such as the Islamic State (IS), attacking 
civilians. Is this warfare or is this something new? Like terrorism, cyber warfare is something really 
recent that has happened. However, at what stage did this become the standard? The media has played a 
large role in this area. War depicted in the media became more accessible with the television and other 
forms of electronic devices being more modern (Peoples and Vaughan-Williams, 2015: 188). This is 
vital to remember because information creating the new influx of terminology. Through this problem 
area, we looked at the benefits and disadvantages of using the internet. With a platform so common to 
the average academic, we felt many individuals looked over at the origins of the cyber world. This project 
aims to investigate something new and attempts to look at it through a different approach. It will give 
readers a better understanding of the term cyber warfare. This investigation will begin with exploring 
and followed by an analysis. This has lead us to the research question: 
 
 
 
 
Research Question 
 
“What are the historical origins of cyber warfare?” 
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Chapter 2: Methodology 
In the core of this following chapter, readers will gain insight on the methodological approaches and 
analytical framework of this study. A reflection on the type of sources used will follow and a subject area 
will be explored in depth. This chapter will focus on the boundaries we aim to set ourselves and look at 
the wider scope of our investigation. 
 
Approach 
This project will be following an inductive approach, which is a research approach that begins with 
interpreting specific data and then producing a general idea or theory (Hesse-Biber and Leavy, 2011: 13). 
The data we aim to investigate is on the origins of cyber warfare. Through this approach, we will attempt 
to create a general idea and give readers a better understanding of this topic. The choice to use an 
inductive approach is based on the group member’s performance. The authors used this approach because 
the knowledge and literature on this topic is limited. US General Keith B. Alexander has been quoted on 
saying that there is no theory of deterrence in relation to cyber warfare like the one that existed in the 
Cold War on nuclear planning (Reich, 2010: 6). He further emphasis that it is hard to asses who carried 
out attacks using this platform. This one specialist that has voiced his concern and many follow in his 
footsteps. In other words, it is a controversial question that we plan to investigate. However, in a 
deductive approach, most projects deal with a “closed” system and the researcher attempts to separate 
themselves from their work. We are also aware of the disadvantages when it comes to our approach. Any 
evidence present is based on construction or interpretation of facts. Our conclusion will attempt to 
generalize the concept on cyber warfare. Finally, our research method is based heavily on observation 
and interpretation. Given our skill set and timeframe, we cannot assure readers that we have checked 
every available source on the topic. This means, we are bounded to the literature we can obtain and only 
make conclusions out of these sources. This aspect will be explained in our literature review. As 
researchers, we have aimed to widen our search area to counter this from happening. These are some 
areas of focus one needs to deal with when using an inductive approach. As authors, this discrepancy is 
very important to highlight to readers and show that we have attempted to take the necessary precautions. 
The approach described tends to adopt a more qualitative method model over a quantitative model 
(Hesse-Biber and Leavy, 2011: 9). Hence, this project will follow a qualitative approach. 
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Our project will be following a qualitative approach. A qualitative approach is a research design 
focusing on an interdisciplinary landscape comprising of diverse aspects and is implemented for initiating 
knowledge (Hesse-Biber and Leavy, 2011: 4). The focus of a qualitative approach is on words and texts, 
which imply meanings of social activities and phenomena. The objective of this approach is to extract 
the meanings from data collection and analysis (Hesse-Biber and Leavy, 2011: 4). Our first step was to 
start collecting data on our chosen topic, cyber warfare. This data collection was to form our research 
question. The advantage of using this approach is that we are bounded to the literature that has already 
investigated an aspect of cyber warfare. With this said, we are more likely to use trusted sources, such as 
peer reviewed articles. This aspect will be explored further in the next section, but is important to discuss. 
We plan to use secondary analysis and will not produce any primary data. There are issues when it comes 
to using such an approach too. As researchers, we are limited to an analysis based on words and no 
numerical data will be investigated. Using statistics or other numerical values has a large impact on a 
project and forwards a large portion of the discussion. This will not be possible with the research 
approach we have taken. We have highlighted the issues faced when it comes to a qualitative approach. 
In the next part, we will feature the type of analysis this project will focus on. 
 
To analyze the data, we have collected, we will be using content analysis, which is the methodological 
examination of written texts (Hesse-Biber and Leavy, 2011: 232). Using this analysis form, we are not 
required to be in contact with people as it is an unobtrusive method approach. Unobtrusive method 
approach is an approach, where the use of texts or artifacts is used as a starting point for research (Hesse-
Biber and Leavy, 2011: 228). Our initial investigation was initiated on a literature search and our research 
question is based on investigating an aspect that was not explored before. However, content analysis does 
have limitations that should be noted. It is, by nature, a very descriptive method approach. In other words, 
we are limited to the “surface” of the investigation and won’t be looking at motives underneath. However, 
this limitation can be solved, as this project will also use discourse analysis, which aims at looking at 
what is underneath all this (Hesse-Biber and Leavy, 2011: 238). The hidden context behind written data 
will be looked upon as it is an integral aspect when it comes to looking at history. This aspect will 
improve our analysis, but we limit ourselves as researchers to focus solely on written data instead of 
verbal interaction, such as interviews. In both analysis forms, we are bounded to the availability of 
material/sources. We as researchers, did not focus on interaction with subjects and put more emphasis 
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on written works. Even with the help of discourse analysis, we have not included a large portion of this 
analytical approach. This can be characterized as a major drawback, but having discussed this will value 
our analysis in the later chapter. 
 
Area of Study 
This project will focus on an interdisciplinary approach. Both authors of the project, are within the 
range of social sciences allowing this feature to be possible. Our learnings from the Basic Studies courses 
(Political Science, Sociology, Economic, Planning, Space, and Resources [PSR], and Philosophy of 
Social Science [PSS]) has enabled us to explore a wide selection. For this project, we have chosen two 
of the above listed Basic Studies courses to be incorporated. The two selected are political science and 
PSS. 
 
Political science has taught us the way the international/national community is organized. We use our 
knowledge in political science to apply it to the cases we aim to investigate, Estonia 2007 and Korea 
2009-2013. These case involve actors, such as the nation states and non-nation states, which are a vital 
importance in the courses framework. Terms, such as the ones mentioned previously, are vital to 
understand to analyze the impact it has played on cyber warfare. However, political science only offers 
one aspect to our scope of investigation. Hence, we must draw from a more philosophical background, 
such as PSS, to aid our interpretation methods.  
 
PSS is, in the words of Delanty and Strydom (2003: 3), “the principles regulating the search for and 
acquisition of knowledge (in this case, social scientific knowledge) about reality (in this case, social 
reality) through a series of intersubjectively accessible and justifiable methodical steps.” This is a very 
complicated definition and instead will provide a more simplified version. PSS is about questioning 
knowledge and bringing these abstractions onto a more conceptual approach. The “methodological steps” 
used are within the fields of epistemology, ontology, and methodology. Our project will follow a neo-
positivist approach. Positivism, its predecessor, focused on positively confirming the existence of a 
phenomenon through experiments/observation (van der Pijl, 2009: 65). An empirical and inductive 
approach was preferred. Neo-positivism branched out by abandoning the philosophy of history and 
materialist association, while retaining the “left of centre” (van der Pijl, 2009: 73). This was done to 
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impose an ideological discipline on social science. Along with this, it added a new layer of language to 
explain what method and empirical facts could not (Delanty and Strydom, 2003: 16). Our project uses 
the neo-positivist approach, where we use literature for identifying relevant concepts and then apply them 
to interpret history. The literature review is a deductive approach and interpreting history is the empirical 
test aspect. Along with this, we will be applying it to two cases, Estonia 2007 and Korea 2009-2013. 
History is an important aspect we aim to look at and the help of historical institutionalism will forward 
this project. 
 
Historical institutionalism stresses that institutions shape behavior and therefore the study of history 
is valuable (McLean and McMillan, 2009). This method stresses understanding the decision making 
within politics. Our project deals with such institutions and we aim to investigate outcomes from such 
decisions. The US and China are major institutions, but this project will not mainly focus on these 
countries. Instead, this project will explore the foundation of cyber warfare through various other 
examples, like Estonia 2007 and Korea 2009-2013. An investigation on institutions will be a main part 
because we aim to understand outcomes.  
 
Type of Sources 
The literature that has been selected for this project are mainly secondary sources. The reason to this 
decision is because the group members are focusing on a qualitative approach rather than a mixed 
methods approach or quantitative approach. Numeric data collection is not involved in this project, 
instead a historical overview is used to explore the project. The limitations of using this approach has 
been described in the earlier sections and apply here as well. The authors are fairly inexperienced in the 
field of technology and coding, so a general grasp of the subject was necessary and this was done through 
the literature review. 
 
The selection process of the literature review has been a very tedious process, which involved looking 
at the origin and content of the source. Our literature used were journal articles, books, and some news-
articles. For a source to be used, we looked at who and where it came from. This meant that peer-reviewed 
articles were highly prioritized and beneficial for the selection process. For books, all publishers were 
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from respectable backgrounds and this guaranteed the quality of the literature. Aside from journal articles 
and books, we also used electronic encyclopedias on historical facts. Britannica Academic was an 
electronic database that we used to quote all the historical events that was explored in the project. This 
was a trusted source and we heavily relied on it for all the historical facts that is displayed on Chapter 3: 
Historical Background. Robinson, Jones, and Janicke’s (2015) journal article, “Cyber Warfare: 
Challenges and Issues”, explored the dilemmas of cyber warfare and how to characterize it. The authors 
were from respectable background within the field of technology and coding. They provided a debate on 
how to classify cyber warfare and went into the technicalities, which were of vital understanding to our 
project. There definitions on terminology helped create our understanding of the topic and can be 
witnessed with the explanation of terms in the previous chapter. However, we must also consider the 
limitations that has occurred using the above mentioned sources. All our knowledge is secondary and 
there is no direct or primary investigation on the topic. This is our main concern when it came to our 
sources as we had to be aware of the consequences for using specific sources that looked only at one 
perspective. The news articles used were for first-hand accounts and explain further events that happened. 
As investigators, we had to question the reliability of such reporters and guarantee an unbiased account 
of events. These are limitations that our sources came into. 
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Chapter 3: Historical Background 
This world has seen conflict and wars since human beings came into existence. From simple tools 
such as sticks and stones to the usage of more modern weapons such as drones. The path to this future 
came to reality through the bright minds of scientists and the discovery of new elements.  A great example 
that shows the positive and negative side of humanity is through the work of Alfred Nobel. Nobel 
invented dynamite to aid miners in excavating areas quicker, however his invention was later used in 
conflicts as a weapon (Hluchy, 2007: ID12). His invention was made on good intentions, but other people 
wanted to use his work for the wrong reasons. With a large fortune from his invention, he later decided 
to set up the Nobel Prize in honor of rewarding individuals that aimed to promote peace (Hluchy, 2007: 
ID12). It is easy to call Nobel the “Merchant of Death” (Hluchy, 2007: ID12) and blame him, but his 
intentions were never meant to harm anyone. So why is Mr. Nobel in this project? His work is an example 
similar to computer/networks, where the intentions were meant for the good of humanity, but also 
forwarded the destruction of humanity. Throughout this chapter, readers will gain an insight on past 
warfare and an analytical comparison will be made at the end.  
 
The “Age of Iron & Bullets” 
By late morning of June 28, 1914, Austrian Archduke Franz Ferdinand and his wife were assassinated 
(World War I, 2015). This marked the beginning of World War I (1914-1918) and would leave a big 
mark on the history of this world. This war lasted for four years and involved a type of warfare known 
as trench warfare. Trench warfare consisted of soldiers fighting one another through the use of trenches. 
A sort of stalemate was involved as trenches allowed cover from artillery and created perfect counter 
measure to offensive attacks. In the end, this war resulted with the death of around eight million soldiers 
and a framework for a new sequel in history (World War I, 2015).  
 
By 1939, the Second World War (1939-1945) broke out which involved the Axis Powers (Germany, 
Japan, and Italy) versus the Allies (France, Great Britain, United States, and Soviet Union [USSR]) 
(World War II, 2015). Unlike the prequel, this war resulted in the death of around forty million people 
(World War II, 2015). A larger focus on aerial and naval tactics were involved in the war, which is 
responsible for such a large lost in lives. These two World Wars share many common characteristics, but 
one aspect stands out the most. Both followed a traditional warfare approach, where two nations were at 
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war using conventional warfare. In the case of most conflicts, a group of nations form an alliance for 
gaining an advantage and this would create two opposing sides. The use of traditional/conventional 
warfare is the use of ground troops and support through air or sea. Like any other conflict/war, the 
objective can only be achieved through the defeat of the opponent. Using Carl von Clausewitz’s 
definition of warfare, “an act of violence intended to compel the opponent to fulfil their will” (Clausewitz, 
1976: 75 cited in Williams, 2012: 188), one can see the resemblance of tradition warfare. Using this 
framework, one is able to see clear objectives to entering a war with another nation. Each nation that 
participated in the world war had an objective they wanted to accomplish. The use of violence was there 
only means to fulfil this will. 
 
The relevance of using both World Wars is to show that traditional warfare had been a large aspect of 
history in the early 20th century. To be more specific, the Clausewitzian definition was the standard to 
why people would fight one another. This type of style would not end here, but instead continue with the 
decades to come. By spring of 1945, Nazi Germany was defeated and by August 1945, the Americans 
dropped the nuclear bomb on Hiroshima and Nagasaki (World War II, 2015). These events marked the 
end of World War II, but it was just the beginning to a new war, the Cold War. 
 
The Epoch of Tension 
The Cold War (1945-1991) was a conflict built off tension between the two superpowers, USA and 
USSR. Germany was in ruins after their defeat and had to be rebuilt from the ground up. By 1947, 
Germany was split into two sectors, West and East (20th-Century International Relations, 2015). The 
West belonged to the Americans and British and the East belonged to the Soviet Union. Matters 
intensified and Berlin, located in the Eastern side, was split up between these victors too. This moment 
marked a conflict between democracy and communism. By 1949, North-Atlantic Treaty Organization 
(NATO) was created, which was an alliance between United States, Britain, France, Belgium, the 
Netherlands, Luxembourg, Italy, Portugal, Denmark, Iceland, Norway, and Canada (20th-Century 
International Relations, 2015). Within the same year, the Chinese Civil War (1927-1949) had ended 
(20th-Century International Relations, 2015). The nationalist had lost against the communist party and 
this created a major hit on the US. By the following year, the Korean War (1950-1953) started (Korean 
War, 2015). Unlike the battlefront in Europe, the US and South Koreans were at a war against North 
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Korea. This war was sparked by the North as they received supplies and advice from other communist 
states, Soviet Union and China. By the end of the war, an armistice was signed. 
 
With the Korean War over, a new conflict would arise featuring similar attributes. The Vietnam War 
(1954-1974) was a war fought between the communist North Vietnam and the democratic South Vietnam 
with the aid of the US (Vietnam War, 2015). Like the Korean War, this war also featured a conflict that 
was fought between two sides with different political and ideological beliefs. Conventional warfare was 
still being used in the Korean and Vietnam War, but a development in technology and hardware was on 
the way. As the atomic bomb had already been perfected, a final touch on the delivery mechanism was 
needed. By 1973, the US retreated from Vietnam and within the following years, North Vietnam won 
the war. This marked the end of the US conquest in enforcing democracy and destroying communism in 
foreign nations. The arm race came to a halt; as nuclear weapons had been perfected to the max. However, 
neither nations would use them as the consequence would be to devastating.  
 
The Cold War was a war between capitalism and communism. Ideology was involved and this is very 
similar to the Clausewitz’s definition. Clausewitz put emphasis on using violence to compel your 
opponent. Here, we see compelling other nations to fulfill their belief, communism or capitalism. 
However, in this era we see an emphasis on technology. Specifically, the capabilities and mechanisms 
involved in nuclear weapons. Clausewitz was not able to redefine his definition as he did not live within 
era of nuclear weapons (Williams, 2012: 120). Nuclear weapons were the defining point for the Cold 
War and would involve the destruction of everyone. With the limits being reached on physical weapons, 
a new focus area could be explored. This was the platform of computers to aid and in later years, networks 
to exploit. 
 
The Era of Technology 
By 1984, both Apple and International Business Machines (IBM) launched their own portable 
computer available for all households (DeMarzo, 1997: 40 & 1984: Apple macintosh, 2009: 47). This 
year marked an importance in history as the public could now have access to computers for personal use. 
Individuals were able to get familiar with coding and how the machine functioned as a whole. These 
devices were expensive and had limited capabilities, but with time came new models and cheaper 
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alternatives. This would prove vital in the years to come as cyber warfare could only exist with this first 
event. Analogue computers had been around since the start of World War II, but these were reserved for 
military/research purposes. The significance of this event was involving the public and giving them 
access to this technology.  
 
By 1989, the Berlin Wall, which signified the Soviet Union’s power, came down (20th-Century 
International Relations, 2015). Within the years to come, the Soviet Union was about to lose their grip 
of power. With the end of the Cold War in 1990, the network we call the “internet” became available to 
the public based on a TCP/IP protocol (Campbell-Kelly and Garcia-Swartz, 2013: 29). Users had the 
ability to connect on this network to share ideas and more. The virtual web was a platform for individuals 
to communicate and stay connected to one another. Technology and network communication took a step 
forward in becoming retail items for the public. An opportunity of economic growth was available and 
with the Soviet Union gone, trade between states would be easier. The only thing that could not have 
been predicted was how far technology would lead in warfare and what impacts it would have. 
 
The “New War” 
With the Cold War officially over with the collapse of the Soviet Union, the world was about to 
witness more changes on a larger scale. By 1992, the Bosnian War (1992-1995) broke out (Kaldor, 1999: 
31). Bosnia-Herzegovina was a country with many different ethnicities and religions (Kaldor, 1999: 32). 
This caused tension among the population and brought conflict between the races. On paper, there were 
three parties that fought, who were the Serbs, Croats, and Bosnians (Kaldor, 1999: 45). However, through 
time, the line between who was fighting who became less clear. The war itself was sparked through this 
identity crisis and Serbs/Croats begun ethnic cleansing the territory of Bosnian Muslims (Kaldor, 1999: 
33). The international community intervened, United Nation (UN) peacekeeping mission and NATO air 
strikes, causing an end to the war. By the end of the war, around two hundred and fifty thousand people 
were killed and a good majority of the population had been displaced because of the war (Kaldor, 1999: 
31). The country was divided into two, though many people disagreed with that outcome. 
 
Mary Kaldor (1999) pinpoints the Bosnian War as a transition to her “new war” debate. In a new war, 
according to Kaldor (1999 cited in Williams, 2012: 200), the path of distinction between entities, 
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organized crime, and human rights violations is becoming cloudier. This was because of globalization 
and specifically, the global spread of capitalism. She critiques that globalization is something that has 
been happening. However, recently the advancement in technology and communication has evolved to a 
point where it becomes a variable (Kaldor, 1999: 69-70). This spread of information is mainly 
emphasized on the West and their belief of a cosmopolitan valued community. As more international 
spotlight is being put on nations, enforcement of this lifestyle becomes the norm. Kaldor called this the 
“cosmopolitan law enforcement” (Williams, 2012: 201). In the Bosnian War, the individuals that were 
fighting one another could not be distinguished at the time, the government was not the only entity 
involved and other private organizations existed. These cases along with the crimes of ethnic cleansing 
is how Kaldor characterizes this as a turning point in history. Kaldor’s definition is vital to remember, as 
it plays a large factor in identifying the actors in cyber-attacks. Applying her definition to cyber warfare 
would include the incorporation of non-state actors. This leads to the term, irregular warfare. 
 
Irregular Warfare 
Kaldor’s research instigating a new debate on how warfare has changed since it originally started. 
This led to the term, that many military institutions use, irregular warfare. Defining it is somewhat tricky 
as there is no universal definition, except for calling it warfare that is unconventional. In the case we will 
present, we will use the US Air Force doctrine to define irregular warfare. Irregular warfare is “a violent 
struggle among state and non-state actors for legitimacy and influence over the relevant populations” 
through the use, “but is not limited to, activities such as insurgencies (COIN), terrorism, and 
counterterrorism” (Jogerst, 2009: 70). As one can see from the earlier section, we have not seen many 
irregular wars happening, as it was only most recently that the Bosnian War could be categorized as one. 
It is debated that the Vietnam War was an irregular warfare as guerilla tactics and insurgencies were 
used. Others could even argue that irregular wars existed before this date too, however, for the purpose 
of our project, we will stick to the Bosnian War. The important aspect to keep in mind is that now war is 
not limited to government state sponsored actors, such as the military, but instead other non-government 
actors acting on their own interests are involved, such as terrorists. Events such as the attack on the World 
Trade Center in 2001 and the Invasion of Iraq in 2003 leading to an insurgency are some highlights of 
irregular warfare. However, this new terminology only further emphasized Kaldor’s concept and put a 
label to what exactly happens in this style of warfare. In the next chapter, readers will gain information 
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on how exactly a non-state actor can be involved in cyber-attacks. Before that, warfare evolved to an 
even newer form: “Hybrid Warfare”. 
 
Hybrid Warfare 
History has defined how the world revolves around. With so much conflict in the recent decades, it is 
not surprising that we have yet to enter another phase of warfare. This is done with the introduction of 
hybrid warfare. Hybrid warfare is a warfare that incorporates the following modes of warfare: 
conventional, irregular, and cyber (Wilkie, 2009: 14). Along with this, it can be conducted by states or 
non-states actors, such as, but not limited to, terrorist. In the era we live in, using all the advantages is 
necessary to be victorious. However, many individuals, such as Frank Hoffman (Wilkie, 2009: 14), chief 
American proponent of hybrid warfare theory, does not believe that it is definite replacement to 
conventional means, as “kinetic force” is still necessary. The old saying, “troops on the grounds”, will 
still be a fundamental behind winning wars. Instead, militaries aim to use many methods to minimize the 
casualties of their fighters. Using cyber-attacks, nations can penetrate system/infrastructure to give 
themselves an advantage. Maybe valuable information is obtained and this will lead to soldiers being 
more informed on the battlefield. It is very narrow minded to say that state and non-state actors use only 
one type of warfare. Instead, it is a combination because at the end of the day, it is about who wins that 
matters. 
 
Sub-Conclusion 
Reading through this chapter, readers have gained an insight on the origin of warfare. The impact that 
warfare had on technology is very closely related. Both World Wars saw the use of traditional warfare 
and created major damages. However, the termination of World War II involved the nuclear bomb. This 
device so powerful created the loss of so many lives. Though, this was never used in the Cold War to 
solve conflicts because it proved to be a too powerful weapon and the consequences were far too 
devastating. Instead, a new approach was needed to improve the conditions on the battlefield. With 
computers/internet becoming available to the public, a new direction to forward warfare was explored. 
After that, incidents in Bosnia marked the first ever irregular war, where the line of who was fighting 
who was not clear. This led to the new terms, such as irregular and hybrid warfare being made. By this 
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time, the use of computers had been implemented as more information became digitized. This was around 
the new millennium and many attacks would soon follow.  
 
Below is a table that helps illustrates the typology of warfare discussed earlier in this chapter. This 
provides a brief overview of what was explored earlier in the chapter. 
 
  War Technology 
  Gun powder Nuclear Internet/media 
 
 
 
 
 
 
War 
Actors/Parties 
 
States 
Conventional 
Warfare 
(16-20 Century) 
 
 
Hybrid 
1 
Nuclear Warfare 
(Post 1945) 
 
 
 
 
2 
Cyber Warfare 
Phase 1 
(Post 1990) 
Information war 
 
Hybrid 
3 
 
States and Non-
State Actors 
Irregular Warfare 
(Post 1945) 
 
 
 
Hybrid 
4 
Terrorist Attacks 
on the States 
Using Weapon of 
Mass Destruction 
(WMD) 
 
5 
Cyber warfare 
Phase 2 
(e.g. Anonymous, 
Estonia 2007, etc.) 
 
 
6 
 
Table 1: Typology of Warfare (Created by Anton Petrenko Thomsen, 2015) 
 
The use of historical institutionalism has benefited this section greatly. We see the military institutions 
in close relation to technology and innovation. This transformation can be seen with the introduction of 
new technologies. These new technologies lead to new concepts, like cyber warfare. The outcome and 
consequences is the focus of this method and this chapter has seen many institutions reshape with each 
passing decade. Historical institutionalism is very applicable in the next section because it provides so 
much context and understanding behind decisions. 
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Chapter 4: Analysis 
This chapter will present two cyber related incidents and explore the impacts it had on the relevant 
nations/actors. Through the analysis of these incidents, we hope readers will gain more insight to what 
exactly happens in a cyber-attack and the applicability of the definition of cyber warfare, presented in 
the first chapter. The two incidents take place in Estonia 2007 and Korea 2009-2013. Both present a 
completely different analysis with the objectives/outcomes of these developments being explored too. At 
the end of each case, a discussion segment will be brought to provide readers with an alternative 
framework at interpreting these cases. Along with this, the last section of our analysis will incorporate 
the development of a general idea. This general idea will create a better understanding by conceptualize 
warfare. 
 
Estonia 2007 
Right after the fall of the Soviet Union, Estonia gained its independence. By the new millennium, 
tension between Russia and Estonia had been built due to various socio/economic issues. One issue that 
stood out the most was the question of the Soviet Bronze Soldier located in the capital, Tallinn. By April 
2007, officials removed the statue as it created tension between ethnic Estonians and Russians (Baltic 
News Service, 2013). Right after the removal of this statue, officials expected protests by civilians, but 
instead faced the first cyber war in history (Katin-Borland, 2012: 6). Before moving further on to what 
happened during the attack, it is important to remember that Estonia is a country where 98% of bank 
transactions are made online and a majority of citizens fill out their tax forms online (Reich et al, 2010: 
13). Along with this Estonia is the most “wired” nation in Europe and all citizens have access to free 
internet (Katin-Borland, 2012: 7). 
 
From April to May 2007, Estonian government servers, news portals, and the two largest banks were 
compromised through the use of Distributed Denial-of-Service (DDoS) attacks (Reich et al, 2010: 12). 
DDoS is a form of cyber-attack that aims at overloading cyber traffic of specific website servers causing 
them to malfunction and/or go offline (Schmidt, 2012: 453). This form of attack requires coordination 
and large processing power, such as botnets (group of computers), which the average civilian could 
neither obtain or afford. Rogue Russian nationalist hackers were the culprit behind these attacks and 
evidence showed that computers inside the Kremlin were linked to the attack (Katin-Borland, 2012: 6). 
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This pointed to the involvement of the Russian government and more evidence was provided in another 
form too. During the initial DDoS attacks, Russian agents visited chat forums, frequented by nationalist 
hackers, to publish script/code on harming Estonian servers. The coordination/precision of these attacks 
also pinpoint these hackers being funded by the Russian government too. 
 
By the end of the attack, servers were restored due to the fast response and Estonia’s largest bank, 
Hansabank, reported a financial loss of over one million US dollars (Katin-Borland, 2012: 7). Beside 
offline servers and economic repercussions, this established NATO’s Cooperative Cyber Defence Centre 
of Excellence (CCD COE) in Tallinn. This marked the first ever international joint effort on cyber 
defense. 
 
International Impact 
With the whole world witnessing the events that carried out in Estonia, a new beginning was 
approaching for how nations would deal with the cyber community. Before the events that took place in 
Estonia, the world had not witnessed the potential of hacking and cyber-attacks. There was no 
international law and, to an extent, in some nations, domestic laws, dealing with how to systematically 
punish the individuals. However, this delay was necessary as lawmakers would not be familiar enough 
on identifying the culprits behind each action. In traditional crimes, one collects evidence to prove the 
guiltiness of an individual. However, in cyber-crimes, the evidence is easier to mask or is in some cases 
non-existent. How does one deal with this aspect? How would a nation identify participants involved in 
cyber warfare? This is answered with the events that followed in Estonia. 
 
Three years after the establishment of the CCD COE in Tallinn, the “Tallinn Manual on the 
International Law Applicable to Cyber Warfare” was published (von Heinegg, 2012: 4). A group of 
around twenty international law scholars and various practitioners from different backgrounds, such as 
the military, were assembled to create a legal framework regarding cyber related incidents. This was the 
first step forward in international cooperation to create a law regarding the cyber community. In short, 
this paper addressed only one aspect, which was on international cyber security law (von Heinegg, 2012: 
17). To be more specific, an emphasis on jus ad bellum and jus in bello from Guthrie and Quinlan (2007) 
Just War theory. “The right to fight” (jus ad bellum) is about six points that must be justified to go to war 
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with someone. “How to fight right” (jus in bello) is about distinguishing combatants from noncombatants 
and a limitation on use of force. The Tallinn Manual attempted to justify what criteria could be classified 
as a cyber war through the relation to traditional warfare theory, Just War.  
 
The Tallinn Manual took a large step forward on defining different areas of the cyber world and 
created a legal framework to follow. However, different authors have criticized the paper as some areas 
are yet to be defined. Kessler and Werner (2013) journal article, “Expertise, Uncertainty, and 
International Law: A Study of the Tallinn Manual on Cyberwarfare”, highlight three important aspects 
that the Tallinn manual does not deal with. The first point talks about a definite distinction between public 
and private infrastructure (Kessler and Werner, 2013: 798). The authors bring up the question of 
infrastructure, such as private electricity companies, being involved in the security dilemma with cyber-
attacks. Nations do not have control of this sector and this brings up the question on how to approach 
this. The second point is about identifying the source of a cyber-attack (Kessler and Werner, 2013: 799). 
Mentioned earlier, this is one of the hardest factors to fix. The example of Estonia 2007 is an excellent 
case as the attacks were linked to Russia. However, these were rogue actors and a clear sense of the 
culprit is difficult to pinpoint. The third point is on lack of historical context/experience when it comes 
to cyber related incidents (Kessler and Werner, 2013: 800). The authors bring up the example of “Red 
October”, which was a virus that collected data from over sixty countries in the span of five years (Kessler 
and Werner, 2013: 800). What was done with the information or who was responsible was never 
identified and is an example of the biggest cyber espionage case. Though, this was not a direct attack on 
an actor, it proves an example of how hard it is to notice when one is being “attacked”. With such a lack 
of historical experience in this field and no real “cyber war” yet, it is hard to identify and define this 
realm. These three points cover what the Tallinn Manual lacks in identifying, however, they cannot be 
blamed for these issues. One aspect that can yet to be defined truly is cyber war, as there is not a single 
country/individual that only uses cyber related attacks on another nation. This leads to the question of 
what exactly truly happens in “warfare”.  
 
Irregular and Hybrid Warfare 
With the events of Estonia and the aftermath analyzed, we can move on to an investigative framework 
on the types of warfare. In the previous chapter, we have mentioned definitions of certain type of warfare. 
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To be more specific, we took Kaldor’s “New War” debate and linked it to irregular warfare. Finally, we 
touched upon hybrid warfare as being the latest definition in warfare. However, we have not looked at 
where cyber warfare fits and how to systematically interpret it. 
 
Cyber security became part of the US military’s agenda by the mid-1970s (Kessler and Werner, 2013: 
797). This meant a threat had been imposed and reliable precautions/security was necessary. However, 
the public did not have access to computers or networks until the mid-1980s. Before this event took 
place, individual actors were never involved in this thread. Now, with this advancement, we can pinpoint 
how individual actors became part of warfare. Kaldor emphasizes on not having a clear distinction 
between who was fighting who in the Bosnian War. In this case, we have physical people and groups 
that attack each other. However, in cyber warfare, one is bounded to a virtual domain, which is very 
difficult to distinguish. Hence, her debate led to systematically identifying the culprits. In irregular 
warfare, we saw the term “terrorist” and “non-state actor” being used. This brought in a new 
understanding of who was who and was easily able to be distinguished. With a definition like this, the 
actors in the cyber world could be identified as being individuals. However, what were they trying to 
achieve with their actions? Cyber warfare is defined as a cyber-attack with a warlike intent. The dilemma 
arises here, as how can one identify what a warlike intent is? In a traditional definition, war is between 
two nations that fight for an objective. In the case of Estonia 2007, it was one of the first act of a cyber 
war. The damages were seen on government and private banks. However, there was no counter-attack 
by Estonia. In this spectrum, we see a war which is fought by one side only and the other side is left with 
no options, but to defend. If Estonia did attack back, who and how would they attack? There is clear 
evidence that points to an individual responsible with a Russian connection. Would the best course of 
action be to declare war on Russia as their agents were the mastermind behind the attack? Rationally, 
one would not do this as this would lead to a traditional war with physical consequences. This shows 
how hard it is to relate cyber warfare to traditional warfare. The actions one takes are different and must 
be carefully planned. However, with hybrid warfare being in circulation in the recent years, could one 
answer this question? 
 
Hybrid warfare accepts the difficulties of warfare and incorporates all forms of tactics into it. 
However, the creator has been quoted for saying that physical pressure is still needed to make an impact. 
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In the case of Estonia, if Russia truly wanted to make an impact, it would send troops and deploy other 
tactics to truly win the “war”. There is an example that could fit this. After events that unfolded in Estonia, 
Georgia had their government websites and Information and Communication Technologies (ICT) servers 
attacked by hackers in 2008 (Reich et al, 2010: 13). Soon after, the Russo-Georgian War began. However, 
the cyber-attacks themselves did not create severe enough damages to be characterized as a “cyber war” 
(Kessler and Werner, 2013: 800). In this case, we have a clear example of a war, but due to how we 
define damages, one could not assign blame to Russia. Instead, a traditional war between Georgia and 
Russia took place due to territorial disputes. The use of hybrid warfare is as new as cyber warfare because 
there has yet to be any clear cases that supports how it is defined. This is somewhat reassuring because 
if a hybrid and/or cyber warfare broke out, it would most likely affect the noncombatants as any 
advantage would be necessary to win. If we take the example of an electricity plant, which supplies 
energy to the public but also to military infrastructure. If a cyber-attack happened on the plant, would 
that be a right thing to do as one would affect the lives of noncombatants, which by definition in tradition 
warfare is wrong. Instead, in traditional warfare, soldiers are told not to shoot at medics/doctors as they 
are not involved in the war. In the end, there are many dilemmas that are brought with cyber warfare and 
the lack of evidences does not help in investigating the case further. 
 
Events that took place in Estonia and Georgia changed the view of many nations/individuals. A reform 
was needed to address cyber related incidents. This was accomplished to some degree with the Tallinn 
Manual, but even to this date, our investigation is at a halt. This reform attempted to address many of the 
questions necessary, but failed to put enough emphasis on certain aspects. Cyber warfare, by nature, 
cannot be forwarded as an analysis because a large portion of evidence is still lacking. However, there is 
hope to really dive in to this question. The CCD COE are in the process of releasing the second edition 
of the Tallinn Manual by late 2016 (CCDCOE, 2015). This update will address the international law 
behind the cyber realm and has promised to address cyber related incidents that states frequently face. 
Hopefully by the coming year, this new publication will solve the dilemmas addressed in this paper. 
 
Discussion 
Our analysis has addressed aspects and implications behind cyber warfare. We hope to further our 
debate in this discussion segment. Through this section, we will discuss various approaches that we could 
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have drawn upon instead and look into how we wanted to present our work. This will give readers a 
clearer idea of what the authors hoped to achieved by addressing Estonia as one of the two cases. 
 
One aspect that many readers will question is on the choice of Estonia as the first example in relation 
to cyber warfare. Beside events in Estonia creating the Tallinn Manual, there was not yet a clear case of 
a cyber war. The cyber war between the US and China can be dated back to 1999, but this is more of an 
information war between the two parties. Warikoo (2013: 62) states that the Chinese military sees cyber 
warfare as an integral part of warfare against technologically superior enemies. However, they value 
information superiority as a preemptive weapon just as much. Cyber related events between China and 
the US, which have been documented, mainly focus on theft of Intellectual Property (IP) (Warikoo, 2013: 
67). These events cannot really be characterized as cyber warfare as physical harm is not being done in 
the process. Instead, this war is mainly about espionage and gaining an advantage for the future. This 
type of warfare is about information and is called information warfare. With the US and China out of the 
question, our work shifted towards the case of Estonia. Estonia presented a case where a cyber-attack 
was a response to a statue being removed. In this sense, we can describe it as a war because two parties 
respond to each other's actions. However, a one sided war because Estonia never fought back. The events 
in Estonia changed how the cyber world was viewed, but this is only one side of the interpretation as 
other cyber related events, like Georgia, can be quoted as being just as impactful. Many interpretations 
can exist and this section will continue on the other approaches that could have been adopted. 
 
The use of the US and China could have created an interesting debate. However, many publications 
exist on this issue already. Using this method, this project would not discover anything new as data on 
cyber related incidents would be classified or hard to obtain due to it being part of the military. This 
approach would not aim to discover something new and instead look at the politics behind cyber events. 
Even with a question like this, the knowledge that these officials would have would be limited as experts 
are needed in the field. One could do a study of the Tallinn Manual published, but many researchers have 
already done this and with the new publication on route, it would be deemed as unnecessary. There are 
many approaches one can adopt for cyber warfare, but this project deals with the origins, which has not 
been investigated. In the next section, readers will find out about the events that took place in Korea from 
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2009-2013. This case highlights many important aspects and can somewhat be characterized as a “true 
cyber war” between two nations. 
 
Korea 2009 - 2013 
This section is an analysis on one of the specific examples of a cyber-attack in South Korea. This case 
has been debated frequently on the serious harm of cyber-attack by a state or non-state. The main issue 
of these malicious attacks is on the question of who or which state is responsible for the actions of the 
cyber-attacks. In this case, there are some specific clues to trace the suspect that were involved in 2009, 
which resulted in the harm and disturbance of South Korean government’s networks, official presidential 
websites, and a number of Korean company’s PCs/banks. 
 
Cyber Attack in Republic of Korea 2009 
The initial reports on cyber-attack in South Korea were first dated in July 2009. North Korea was first 
designated as the suspect of this attack. Over the next few weeks, the actual attack was found to have 
come from locations, such as the United Kingdom (UK), US, and South Korea (Reich et al, 2010: 15). 
According to the reports, there were three rounds of DDoS attacks conducted. Although there were 
obvious attacks launched, the actor was not apparently found. Various Korean government agencies 
including the Korean Internet & Security Agency, the Seoul Prosecutor's Office, Korean 
Communications Commission and the National Intelligence Service participated in the investigation to 
identify the attacker(s). They, however, failed to identify any individual and/or the state responsible in 
ordering the attack. This case was the first cyber-attack in South Korea and no one was identified 
responsible of this attack. Only some speculations remained. 
 
Continued Cyber Attacks until 2013 
Continued cyber-attacks by unknown actors increasingly affected the South Korean economy and 
national security. Many news articles pointed to North Korea as the actor who was responsible for this 
attack. Symantec Corporation, US security software maker, revealed on its website that the cyber-attacks 
on South Korea, dating back to four years, is concerned with a single hacking group dubbed the "Dark 
Seoul Gang" (The Indian Express 2013). According to Symantec Corporation, they and researchers have 
uncovered digital evidence that links cyber-attacks on South Korea in that period. Eric Chien, technical 
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director of Symantec, says in the article that the members of the gang were not uncover, however, North 
Korea have been blamed for the responsibility of the attacks, even though Pyongyang denies the 
responsibility. They reversely insist that they have been another victim from it. Chien continued, their 
researchers have found chunks of code that were identical to code in malicious programs used in four 
previous significant attacks that was found in North Korea. The first attack, which happened on July 4, 
2009, wiped data on PCs and also launched DDoS attacks that disrupted websites in South Korea as well 
as the United States, came from a location of North Korea according to Chien. However, it was not 
obvious that this attack was conducted by North Korea or an individual actor.  
 
South Korea highly blames North Korea as the culprits responsible of the cyber-attack. Park Jae-
moon, a director general at the Ministry of Science, ICT, and Future Planning, believed that a total of 67 
targets, including South Korean public offices, companies, and the president's website were hit by a series 
of cyber-attacks on 25 June 2013 - the anniversary of the Korean War, these included DDoS attacks and 
malicious codes designed to steal information and destroy hard drives (Kolendo, 2013). He and his 
researchers found that the malicious cyber-attacks were done by North Korea. Measured more than 82 
of the malignant codes, which were found in the damaged devices and internet addresses used for that 
attack, showed that the patterns of hacking and hacking method were matched with North Korea’s 
previous ones, and also it as those used in the Dark Seoul attacks (Kolendo, 2013). This implies that 
North Korea uses cyber capabilities to conduct attacks by causing damage on the South Korean’s 
networks and computers through cyberspace. 
 
North Korea’s Traditional Strategies of Survival  
The Korean case is a specific example of the use of a cyber-attack. Since the country is still in high 
tension and at a war. Using a cyber-attack can be a practical strategy in this era of technology. The 
countries have been split since 1953, according to the Korean armistice agreement, into the North 
territory and the South territory and is known as the only one divided country remaining in the world. 
Over the years, there were a number of martial conflicts reported near the middle of the west coasts 
across the boundary of the Korean peninsula and even very recent years conflicts frequently sustained 
against each other. Most of the actions were generated by the North side. These actions are measured as 
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either to attack or to protect. Politically, North Korea uses brinkmanship tactics to achieve political 
negotiation with the US and South Korea as an alliance (Terry, 2013: 63).  
 
Sue Mi Terry, Ph.D., Columbia University Weatherhead East Asian Institute, published his journal 
article, “North Korea’s Strategic Goals and Policy towards the United States and South Korea” (2013), 
which investigates into North Korea’s political strategic goals and their military power that can be dealt 
with the two alliance countries, the US and South Korea. Looking back to history, the first military 
strategy of North Korea was spying to infiltrate South Korea. Well-trained spies came over the boundary 
to carry out their missions and take away Korean security and military information. This kind of actions 
may have been done by both the North and the South to combat the Korean war. Second, an experiment 
of nuclear weapons, which is in the face of international condemnation, is one of the well-known ways 
taken by the North (Terry, 2013: 68). In spite of international deterrence of owning a nuclear weapon, 
North Korea, however continually, has conducted the nuclear experiments over the decades. Third, they 
increase high tension between the North and the South by provoking and doing an experiment of nuclear 
weapon with warnings when Washington and Seoul seem preoccupied. This means that they often shoot 
missiles near the boundary of the south of both the west and east coasts to boost tension and give heads-
up to South Korea. These attacks have been carried out for decades since the country was divided. Such 
brinkmanship tactics have paid off for North Korea to combat against alliances by making it possible for 
the regime’s survival for more than sixty years (Terry, 2013: 63). 
 
North Korea has prepared a war that could happen again at any time against South Korea since its 
division in 1953. Compared to South Korea, the North is not well-developed in economics. As their 
regime is authoritarian, all decisions have been made by their leaders, who became the leader of North 
Korea as offspring of the founder, Kim Il Sung. Now the country is taken by Kim Jung Un after his 
father, Kim Jung Il, died in 2011 (Terry, 2013: 64). The leaders persist their traditional ways of strategies 
to combat with their enemies. They have spent most of their budget on buying this war machine. Because 
of that they had no money to increase their national economy. Instead, they have well-equipped war 
machine and nuclear weapons to combat a war. However, their traditional ways of threat were always 
blamed by the international community. Especially, an unclear experiment has been on sanctions by the 
United Nations. Even though high deterrence on the unclear experiment, North Korea has taken risk to 
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take political benefits from it. However, it is becoming clear that North Korea has difficulty in getting 
sanctioned by the international community. So now they seem to use a new way of threat to take benefit 
from it. They choose to use cyber-attacks to cause damage on other states, in particular South Korea. 
This way with technology development is useful and a practical strategy to attack South Korea because 
it cannot be tracked obviously. In this point, this can be a new technological strategy that can harm other 
states but at the same time can evade from the sin and responsibility of this action. 
 
New form of “Cyber Warfare” 
Professor Peter Sommer of London School of Economics is concerned that quick concluding can lead 
to wrong conclusion because actors would disguise the source of the attack. In his statement, "Initial 
diagnoses are often wrong” (Reich et al, 2010: 15). Truly, the Korean case reflected his insistence 
apparently.  
 
There is no obvious evidence that North Korea truly has conducted several cyber-attacks in South 
Korea since 2009. Only some speculations, reports and identified codes found, that were used for the 
attacks, indicating a location in North Korea. We, however, cannot surly judge that North Korea is 
responsible for the attacks. As we realized that locations, where attacks come from, can be found at any 
location over the world referred to the Korean case of 2009. North Korea has continually denied the 
responsibility of the attacks and insists that they are also a victim (Indian Express, 2013). This is possible 
that some other actor or state conducted the cyber-attack at any location to hide their identity because 
networks exist anywhere and cyber-attack is possible to conduct when networks or internet accesses are 
available. As the actors know this advantage of the use of cyber-attack, they take this way to be safe and 
unidentified. These forms of attacks became available since the evolvement of technology. 
 
Irregular and Hybrid warfare 
As we discussed the conflict between the North and the South, we confirmed that they are in a real 
war in the present moment. A big possibility of conflict between the countries can generate an extreme 
decision to go fighting at any time. Since this remarkable possibility exists in the Korean peninsula, we 
decided to look into the case of a cyber-attack in the countries.  
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More specifically, we looked into North Korea because its military power has strong destructive force 
when a war breaks out. The North Korean case, as we identified, can be recognized as hybrid warfare 
that incorporates all (conventional, irregular, and cyber) means to combat a war. North Korea is a well-
prepared country for any war with conventional strategies. In particular, the capabilities of nuclear 
weapons strengthened this country's power. Because of that US and South Korea is concerned on North 
Korea’s brinkmanship tactics. An emphasis on the use of a nuclear weapon can occur and a new World 
War, which would be called “World War III”, would happen. As we have faced this type of warfare 
historically, we know just how bad and extreme the outcomes would be. North Korea, however, still 
persists this type of warfare to protect or to attack other states efficiently. Of course, although the main 
target is South Korea, this target can be changed any time depending on a situation.  
 
The Korean war cannot be recognized as an irregular warfare. The Korean peninsula is divided by 
two regimes and has been at “peace” since 1953. This division was made by two governments, one side 
democratic and the other communist. One can see a clear distinction between the two entities and no non-
state actor exist in between. Terror attacks are not filled out by individual actors, but rather by orders 
from the respected nation. However, in the cyber-attack presented, evidence points to an individual actor 
with ties to the north regime. Looking into the example of Korea, we realized that this case was very 
complicated to define as a cyber warfare. Rather, we would say that there was a cyber-attack in South 
Korea in form of a minor cybercrime. South Korea got somewhat damaged through the cyber-attack. 
However, this attack cannot be characterized as an act of war with warlike intentions. Hence, cyber 
warfare, by definition, cannot be applied to this specific case here. We, therefore, conclude that this case 
presents no evidence in favor of cyber warfare. 
 
Discussion 
Through the previous section, readers have gained an insight into the specific case presented on Korea. 
What started out as an investigation on the incidents of 2009 moved to an analysis on the relationship 
between the countries in the recent years. This was done with good intent as our project touches upon 
the term warfare and the example of Korea proved to be an excellent illustration in relation to this 
terminology. However, this section will discuss various aspects of this case to find a common ground 
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between researchers and readers. Our first discussion will be on Korea and its relation to a Just War 
Theory approach. 
 
Mentioned in the first discussion, Just War Theory talks about certain criteria that nations must fit into 
to justify going to war. In the most simplistic form, Jus ad bellum (Right to Fight), is about fighting a 
war for the right moral reasons (Guthrie and Quinlan, 2007: 12-14). Based on Christianity origin, it 
focuses a lot on ethics and morals. After the publication of Guthrie and Quinlan work, this theory became 
part of the mainstream approaches and has proven to be vital in security/conflict management. With such 
a prominent theory at our hands, the question of using this for our project comes up. Using a deductive 
approach, could we have applied this theory to our research question? This project deals with origins of 
cyber warfare and follows an inductive approach. This is done in hopes of exploring something new and 
creating a general idea out of the research. Looking at Just War Theory and a deductive approach, our 
project could have gone in two directions. The first direction would have a more investigative approach 
on applying Just War Theory to cyber warfare. Here we would take the direction of linking the six points 
of Jus ad bellum to cyber warfare. This would require a clear example of a cyber warfare, which has yet 
to happen. The case of the US and China was explored and our interpretation has led it to be an 
information warfare. Our investigation into Russo-Georgian conflict was also explored and due to 
terminology, this could not have been characterized as a cyber war. However, one would need to look at 
the terminology and create a new term to apply it in this case. Finally, applying it on the case of Korea 
could be possible as interaction between the countries is visible. The interaction between the countries is 
very complicated and cyber warfare is just one aspect. This tension was explored and from our 
interpretations, the events that happened did not follow this warlike intent. Using this methods, a 
deductive approach would not be in favor of the researchers as a clear example to link the theory is not 
possible. However, the second method would aim to look at the Tallinn Manual. 
 
The Tallinn Manual has been mentioned, but has not been related to a deductive approach. Since the 
Tallinn Manual focuses on applying Just War Theory, it can be suggested to center an investigation 
around it. In this area, one would use the aspect of the theory and see how relevant it is on cyber warfare. 
This would imply an analysis of the document. This has been done by many researchers already and with 
a new edition of the manual coming out next year, it would not be a useful investigation. However, this 
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method is a safe approach and would be more pliable than the previous one. These two methods would 
follow a deductive approach and could be possible to carry out. 
 
During the investigation of Korea, a few dilemmas came up that prove vital for a discussion. North 
Korea has the capabilities of nuclear weapons and this poses a larger threat than most people think. Since 
the end of the Cold War, many nations aimed at destroying nuclear stockpiles in hopes of other nations 
following. However, North Korea has been in the process of developing delivery mechanism for their 
stockpiles. This is a huge technological capability, considering the current status of the country. As 
researchers, we believe this poses a larger threat than cyber warfare. An emphasis on the capabilities for 
hybrid warfare is truly seen in the country. For a war to be won, North Korea would unleash all their 
weapons to win and this would include cyber-attacks. However, recent events have dictated other 
variables that must be considered. The alliance system would ensure a third World War and this would 
create the destruction of everything. This leads to the next point, which readers must truly understand. A 
true, by definition, cyber warfare has yet to happen because most attacks deal with information gathering. 
Lack of examples in this criteria means a lack of analysis, which ultimately leads to research being based 
on speculation.  
 
Creation of General Idea/Theory 
Throughout this section, we will generate a phenomenon out of the data we have analyzed. Linking 
back to our research question, we wanted to understand how and why cyber warfare was generated. 
Throughout, our historical context chapter, we aimed to provide readers with the history necessary to 
understand warfare. From traditional warfare to irregular warfare to the final form, hybrid warfare. This 
last form incorporated cyber warfare even though there has yet to be a recorded event of this form of 
war. In hopes to gather our thoughts and truly understand cyber warfare, we used the case of Estonia 
2007 and Korea 2009-2013. Each case presented different evidence in support of this claim, but both 
concluded on the lack of evidence for such a definition to exist.  
 
Now that we have presented all our data, we will attempt to create a general idea/theory. To create a 
more fluid discussion, we will first start out with defining what our general idea aims to accomplish. In 
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this scenario, we will divide our question into two parts. The first part will be in response to how cyber 
warfare came about. The second part will be in response to why this type of warfare came about. To 
explain this more clearly, we will begin with analyzing the history presented in the previous chapter. 
 
The “How” Idea 
This idea is about how history has led to specific circumstances and this created the how aspect of our 
research question. We were not required to go farther back in time in order to provide context on this 
project. Instead, we began at the First World War. This marked the first full scale war between many 
nations. The use of tanks and large analogue machinery was seen in this war. One needs to remember, 
the virtual domain/technology was yet to be introduced in this time period. Instead, steel and machines 
took up the battlefield. In the most simplistic term, the war showed the effects these machines could have. 
In a way, the war was a testing ground for technology. One could see the limits of such technologies. A 
good example is on tanks. Tanks provided great cover from enemy fire, but proved to be slow and was 
limited by rough terrain. To counter this offence, artillery was used to disengage the vehicle. Artillery 
was excellent in long distances, but required a lot of manpower to operate. The point of using these 
examples is to show readers that this technology had physical limits. Effort and resources were needed 
to transport it and this would determine the outcome of war.  
 
By the Second World War, warfare had yet to change until the end of the war. Here we saw the use 
of tanks, planes, and naval vessels. An emphasis on mixing the form of attacks, but was still governed 
by soldiers on the battlefield. It was only until the end of the war, with the detonation of the nuclear bomb 
in Japan, that we saw the first transformation of warfare. The nuclear bomb was catastrophic, but it 
showed humanity the capabilities of physical devices. In modern weaponry, the nuclear bomb is the best 
weapon of choice for annihilation. However, this device was to powerful and was/is considered as a last 
resort. The Second World War exposed the limits on physical weaponry. Using a nuclear bomb, you had 
the capabilities to destroy tanks, artillery, planes, ships, and humans. One could not create a bigger 
weapon than this. It was physically impossible to create a weapon that could output anything larger. 
However, this was tested in the third phase, the Cold War. The Cold War was an ideological war, 
communism versus capitalism. You had to choose between the two sides. For the US, it was crucial 
moment because both China and Soviet Union were no longer allies. On top of this, these three powers 
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were at an arms race with one another. Each country managed to obtain the necessary knowledge to 
produce a nuclear bomb, but it was only in later years that these countries had the capabilities of ballistic 
missiles. These missiles changed the battlefield once again because now one could fire a nuclear bomb 
and have it impact another nation within minutes. The vulnerability was at a larger scale and wars, such 
as Korea and Vietnam, marked a crucial turning point. However, these capabilities were never used as it 
proved to be far too devastating. The technology had reached the maximum and any physical expansion 
would not be necessary.  
 
Around the 1970s, research of analogue/physical weapons were abandoned. The private arms 
manufacturer still existed during this time and supplied many nation’s militaries with arms. However, 
upgrading conventional weapons could only go so far. Instead, computers and networks were introduced 
to the military. Storing information/data was the first use of the technology. Networks allowed these 
computers to be connected and made it easier to access documents/data. By the next decade, this 
technology became available to the public and by 1990, the internet (public network) was unveiled. For 
the first time, we shifted to a new platform. The argument that we are about to present is a bit 
controversial, but highlights the true issue. Technology, such as computers/networks, were introduced to 
the military to accomplish normal tasks faster. Instead of having physical paper/documents, one had the 
option to “browse” on an electronic version. It was only later that manufacturers of this technology saw 
an opportunity in the public market. Hence, due to this decision, we see ourselves more and more on this 
platform. There was no non-state threat by computers or networks until it was introduced to the public. 
Similarly, weapons/guns were reserved for the arm forces. They represented the nation and protected the 
citizens within. If we take the example of the US, we see a large amount of the population having arms 
and this is a threat to the “nation”. The term terrorist or non-state actor would not exist if the “public” 
did not have access to these weapons. There is a lot controversy in this statement as we do not take into 
account of military rebellions becoming rebel fighters, but we are trying to prove a point with cyber 
warfare. 
 
Cyber warfare, the threat, is something we have created ourselves. At least, the irregular aspect of 
warfare is something manufacturers have created. Kaldor mentions the Bosnian War and we link this to 
irregular warfare, which is the inclusion of third party actors. In this war, we saw various groups form to 
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fight one another. This was done with conventional arms, but is still applicable. The distribution of arms 
is what allows independent actors to have a voice and make a damage. Distribution of conventional 
weapons is a different topic, but can be closely related to computers/networks. There is still a threat of 
cyber warfare between nations, but the threat we identity as third party could only exist with the public 
having access to this form of technology.  
 
The statement “how” should be redefined to “what circumstances” allowed the creation of cyber 
warfare. The cyber warfare, we have yet to see, between nations all came about due to the circumstances 
in history. Analogue machinery could only be forwarded/upgraded to a certain extent. The creation of 
the nuclear bomb marked the maximum capabilities reached on machinery. Through innovation, the 
invention of the computer came into being. Networks followed soon after. Without wars showing how 
much damage could be accomplished, the human race would have never seen the invention of the virtual 
world. This leads to the controversial argument mentioned previously, non-state actors exist because of 
the public market of such technologies. If the public never had access to computers/networks, we strongly 
believe that we would not have as many non-state actors or groups, such as Anonymous. This is 
speculation, but is validated with reasoning. However, cyber warfare is a definition that is defined off no 
past experience/history. If this is the case, is it wrong to speculate our assumption? We will not explore 
this further, as our question focuses on creating a general idea of how. This has been accomplished and 
in the next section, we will look at why cyber warfare came about. 
 
The “Why” Idea 
We have provided various examples in favor of how cyber warfare came about. The “why” aspect is 
very speculative and hard to pinpoint, but this section will attempt to explore this final part. Why does 
something happen? We are left with answering this question on the basis of our knowledge. These 
interpretations may vary, but this our interpretation of the scenario. 
 
Given the circumstances and history listed, cyber warfare came about due to the necessity of a new 
platform of attack. Most of the history listed is from before the millennium. After the millennium a rise 
in the use of computers/networks was seen in the private and public sector. Schools were educating 
children on how to operate a computer and many private/public companies aimed to digitized 
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information. This was all done to make life easier and advance the species of the human race. With this 
new global interconnected age, we were oblivious of the threat it would pose. Soon after information 
became more accessible as one was not required to physically steal it. Online banking became the 
standard and we started to pay for items with a credit/debit card. So much information on this virtual web 
was possible, but it created the threat we have today. All these changes are part of the answer because 
we are dependent on this for daily life.  
 
If changes like the above never happened, cyber warfare would not exist. Less users on the 
“battlefield” means less amount of harm/exploitation one can accomplish. This new platform could only 
be vulnerable with a large user base, the public. The virtual world became part of security/military 
operations because so many users depend on it for daily needs. The interconnected world that currently 
exist has many beneficial aspects, but leaves people vulnerable. We depend on so many virtual 
technologies, such as online banking, that we lose sight of what happens when it is exploited. The term 
cyber warfare came to existence because more experts realized the threats the cyber world posed. 
Examples like Estonia and Korea proved to these individuals that a threat exist. However, there has yet 
to be any other incidents of a large scale cyber war.  
 
Like mentioned before, war has not fully changed. Recent conflicts around this globe is still governed 
by conventional means. To make an impact, one needs to have physical properties on the objective in 
order to accomplish it. Hybrid warfare took all forms of warfare and placed it as a warfare we use today. 
By context, this definition is applicable because nations aim to use a combination of resources to 
maximize their chances of success. In this sense, cyber warfare is possible because it is a platform to 
attack someone by. However, this platform has yet to be fully explored due to no context being provided. 
As researchers, we can say with certainty that hybrid warfare, given the circumstances, is a choice of 
warfare a nation would use. However, we cannot say the same about cyber warfare because 
evidence/information is not in favor of this. To sum up, cyber warfare came about because of the 
popularity of the virtual domain. This popularity guaranteed maximum damage on the platform if an 
attack was carried out. If we were not so dependent on the online world, there would not be such a large 
threat. 
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General Idea 
Now that we have presented context on both the how and why aspect of our research question, we 
will attempt to generate it into a larger proposal. However, first we should explore whether this will be a 
grounded theory or general idea. Given the circumstances and experience of the researchers, we believe 
it is in the best interest to consider this phenomenon as a general idea. To some degree, it can be reapplied, 
but this will be discussed in the following discussion segment.  
 
Through this investigation and analysis, we have come to discover cyber warfare’s popularity through 
the limitations that physical weapons reached. The invention and perfection of the nuclear bomb was the 
maximum one could obtain. Upgrading the method of delivery could be enhanced, but this weapon 
proved to have the largest outcome out of all physical weapons. With this said, the virtual domain became 
popular after the new millennium and now, in our current time, we are dependent on this platform. A 
threat was created because of the popularity it presented itself. Hence, exploitation and minor cyber-
crimes led to the term cyber warfare. This general idea focuses on maximum capabilities reached and 
popularity of another platform. To prove our case, we will quickly look at the transition from sword to 
firearms. Swords were used centuries ago and proved to be lethal. Different type of swords existed, but 
one had maximized the capabilities of this weapon. With the discovery of gunpowder and soon after the 
transition to firearms became possible. At first, an expensive commodity to own, but through 
manufacturing it became the new platform. It would be naive to saw swords were abandoned, but, due 
to popularity, firearms were prioritized. Armies would be trained in both combat and firearms training. 
This was the “hybrid” of the previous decade, but our current era, we have faced a newer version. 
 
With the new era, we see the introduction of computers/networks as a form of attack. We, as a species, 
do not forget the weapons of the past, but we aim to use all that is necessary to be victorious. These 
transition points are what created the popularity for new inventions. For cyber warfare, it was through a 
maximum capabilities reached on nuclear weapons and this led to the transition. Our general idea is about 
interpreting history and providing reasoning to change. Could it be that we are soon reaching the 
maximum capabilities of the cyber world? In our opinion, this is highly unlikely as we have yet to see a 
war based completely on cyber warfare or on hybrid warfare, where actors use cyber-attacks with a 
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warlike intent. The latter of the two is likely the more plausible outcome because placing boundaries on 
forms of attacks limits the individual’s goal.  
 
Discussion 
In the previous section, we have presented the general idea. The aim of an inductive approach is to 
explore and then generate something new, which we have accomplished. Through this section, we will 
discuss some key issues with the idea presented and provide some more valuable context. Before that, 
we would like to comment on our abilities as researchers. Considering the fact that we are 
undergraduates, it is very likely that we have yet to fully grip conceptualizing ideas. With this in mind, 
our attempt at generating a general idea could have been wrong. Our methodological steps could have 
been misdirected, but we attempted to validate each claim with evidence. 
 
Now that readers have grasped the “end” of this project, we are left at a convoluted stage. What started 
out as an investigation on the origins of cyber warfare led to an exploration of warfare. This was done 
with good intent because evidence of any cyber war has yet to be seen. With the researchers going into 
such a new topic, it was necessary to explore all aspects to give readers a better understanding. Using the 
past wars and war terminology was meant to prove an example. Reality is something really hard to grip 
and the reality of cyber-attacks is really hard to understand. Explaining how networks are hacked and 
how we are at a vulnerable state when on the virtual world is hard to accomplish due to the complexity 
of the system. This general understanding needed a foundation and this was backed by warfare. Warfare, 
explained in the project, is a threat to mankind and cyber warfare is no different from its physical 
predecessor. Our project was meant to explore this aspect and more good reason is seen on the lack of 
evidence on cyber warfare. The general idea we developed linked largely to the transitioning of warfare 
in general. Each new stage comes at the price of maximizing the previous stage. This could be considered 
a bit out of focus, but we believed it explained a lot of the incidents/events that took place. 
 
Continuing from the discussion, we would like to redirect this debate onto a new platform which could 
be explored in the future. During the Cold War, agencies such as the National Aeronautics and Space 
Administration (NASA) aimed at exploring the vast unknown space. The Soviet Union had its own space 
program too and many people tend to glimpse over the impact of space. During this earlier period, there 
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was a space expedition in the process. It aimed at trying to “conquer” space. Now, with recent innovation 
of technology, we could be one step closer to actually living on another planet. To be more specific, 
colonizing Mars (Mars One, 2015). In the near future, humanity might not be limited to one planet in the 
galaxy. However, with great innovation comes dark moments for humanity. The new platform of warfare 
in space could be viable option in the future. This is all speculation at the moment. Using our general 
idea, once we have truly seen cyber warfare and maximize its usage, it could applicable in the case of 
space. Instead space will be the new platform because it will become popularized. However, conventional 
and/or previous technologies will not have been forgotten. Instead, they will be incorporated. This is all 
hypothetical, but one day it can come to reality.  
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Chapter 5: Conclusion  
Throughout the passages explored, we have looked at cyber warfare from many perspectives. This 
section will synthesize all our thoughts and findings. This is in hope of allowing readers to clearly 
understand the message and objective of this project. If one is still in doubt, this section will clarify and 
reintroduce the points explored through the project. 
 
Our first consideration was the term “warfare”. Since we realized that there was a number of different 
meanings and interpretations of the definition, we had to make sure what exactly warfare is. This aspect 
was carried out by looking at an overview of historical wars. In this process, our finding was that 
mechanical weapons had limits and its ultimate power had already touched the ground of this planet, 
which was with the detonation of the nuclear bomb in Japan. With this finding, we speculated that there 
could not be a more powerful weapon. Terms such as irregular and hybrid were created out of the 
necessity to define events. The Bosnian War (1992-1995) was the first of its kind, irregular, and a correct 
label was needed for it. On the other side cyber warfare was introduced after the millennium as the 
technology had evolved to a new stage. Conventional warfare was not forgotten but incorporated into the 
current status quo and now we have the new term, hybrid. This combination proved to be the most lethal 
out of all of them. 
 
Cyber warfare origins can be seen with the progression of technology and innovation. This leap 
forward created the array of new weapons/platforms to be explored. To truly understand, we used the 
case of Estonia 2007 and Korea 2009-2013 to test our knowledge. Estonia marked the first ever large 
scale cyber-attack in history. Following this attack, the Tallinn Manual was established to create a 
guideline on the legality of cyber warfare. However, the cyber-attack that took place in 2007 could not 
be characterize as cyber warfare because it did not fit the warlike intent. By definition, it was only 
characterized as cyber-crime. However, it showed the irregular aspect of actors and forwarded the term 
with the publication of the Tallinn Manual. Korea proved to be a similar case, but followed a more critical 
aspect. This was the incorporation of hybrid warfare. High tension exists between the two nations and 
evidence points to the involvement of the North. There was no cyber warfare here, but merely a cyber-
crime. However, hybrid warfare came into debate as the North possess the capabilities of an array of 
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weapons. Both cases provide great evidence on cyber-attacks, but failed to meet the criteria of cyber 
warfare. This lack of evidence leads us to third phase of our investigation, the general idea. 
 
Through our analysis, we created a general idea that was a result of our research process. We created 
a new notion to understand cyber warfare better. Mechanical weapons have a physical limit that it cannot 
surpass. This was identified, for conventional weapons, with the detonation of nuclear bomb in Japan. 
One was not able to produce a conventional weapon that could yield a larger outcome. With this limit 
reached, innovation/technology led warfare to be evolving. With cyber warfare, it was technologies, such 
as computers/networks, that led to the term. This progression created something new that has yet to fully 
happen because of existence of hybrid warfare. One is not required to let go of past technologies and 
instead a combination of all types of warfare is what leads to victory. Rationally, one maximizes their 
chances of winning by incorporating all forms. Evidence of this is seen with Estonia and Korea, where 
actors are hard to identify and the attacks themselves cannot be characterize as warlike.  
 
To conclude, this project has discovered the origins of cyber warfare. Innovation in the right area has 
led us to this modern society, but it has made us vulnerable at the same time. This dependence on the 
virtual world, such as online banking and email, has created this new platform of attack. However, there 
has yet to be a true cyber warfare and this lack of evidence shows the unknown. Our general idea has 
created something new in hopes of understanding this platform more. 
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